Virtual Desktop Management in Healthcare
A Case Study
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Remote Users —
Personally Owned Computers
And broadband connectivity
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Enterprise Architecture
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The Requirements
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High Level Requirements

Flexibility
Virtual Desktops run off portable USB drives

Virtual Desktops function offline (ie, when
server connection is unavailable) for
travelling users

Supports Windows and Mac hosts

Infrastructure

Efficiently imports standard desktop images
to a Virtual Desktop

Integrates with enterprise-specific domain
joining tools such as Active Directory

Supports major VPN clients

Supports a major, enterprise-class VM
hypervisor with seamless integration

Manageability

Provides centralized control for providing,
revoking and suspending Virtual Desktop
access

Supports standard corporate patch
management and anti-virus tools

Scalability

Supports efficient deployment of Virtual
Desktops to thousands of enterprise users

Security

Supports hardware- or software-based
encryption

Controls copying and transferring of data
between guest and host, including copy-and-
paste and screen scraping

Audits all files leaving the Virtual Desktop, if
allowed

Restricts copying of Virtual Desktop from one
host to another

Centrally revokes Virtual Desktop usage
based on schedule or login frequency

Usability

Performs with user-acceptable performance
on typical host machines

Provides users with a straightforward Virtual
Desktop initial setup

Supports user-initiated reset of Virtual
Desktop environment
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Evaluation Process
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Phase 1: High-level Solution

Comparison
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Solution Comparison

Category Pros
VDI Easy deployment of
new desktops
Centrally managed
Encrypted Easily
Laptop administrated

Client-Hosted Flexible

Virtual Cost effective
Desktops
Remote Very Flexible
Access Cost effective
Solutions
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Cons

Requires a large
amount of data center
space

Desktop is
inaccessible if
working offline

No USB peripherals
permitted

High capital costs

Relatively new
technology

No way to ensure
host security &
isolation

Causes compliance
issues
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Phase 2: Proof-of-Concept (POC)
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Proof-of-Concept Result Summary 4 =Good 6 = Far O = Poor
Requirement Kidaro Moka5 vThere VMware
Flexibility Virtual Desktops run off portable USB drives o 4 (o] (@)
Virtual Desktops function offline (ie, when server a a a a
connection is unavailable) for traveling users
Supports Windows and Mac hosts (@] 4 (o] 4
Infrastructure  Efficiently imports standard desktop images to a
Virtual Desktop = = = =
Integrates with enterprise-specific domain joining tools
such as Active Directory = = = =
Supports major VPN clients a q pan 6
Supports a major enterprise-class VM hypervisor with
seamless integration = = = =
Manageabilit Provides centralized control for providing, revoking
9 Y and suspending Virtual Desktop access = = = -
Supports corporate standard patch management, and
anti-virus tools - = = =
Scalabilit Supports efficient deployment of Virtual Desktops to
Y thousands of enterprise users = = e =
Security Support for hardware or software-based encryption 6 a 6 6
Controls copying and transferring data between guest
and host, including copy-and-paste and screen a4 4 ( ] ( J
scraping
Audits all files leaving the Virtual Desktop, if allowed [ ) o o [ )
Restricts copying of Virtual Desktop from one host to
another o ® ® o
Centrally revokes Virtual Desktop usage based on
schedule or login frequency o o o o
Usabilit Performs with user-acceptable performance on typical
J host machines 0 L4 0 o
Provides users with a straightforward Virtual Desktop
initial setup © o o o
Supports user-initiated reset of Virtual Desktop
environment o L4 L4 o
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The Outcome
17 - B C 6

Summary
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About WaveStrong Inc.
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